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CLINTON E-MAIL INVESTIGATION
MISHANDLING OF CLASSIFIED — UNKNOWN SUBJECT OR COUNTRY (SIM)
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This report recounts the information collected in this investigation. It is not intended to address potential inconsistencies in, or the
validity of, the information related herein.
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b7E
(U/A6H0) On July 10, 2015, the Federal Bureau of Investigation (FBI) initiated a full
investigation based upon a referral received from the US Intelligence Community Inspector
General (ICIG), submitted in accordance with Section 811(c) of the Intelligence Authorization
Act of 1995 and dated July 6, 2015, regarding the potential unauthorized transmission and
storage of classified information on the personal e-mail server of former Secretary of State
Hillary Clinton (Clinton).” The FBI's investigation focused on determining whether classified
information was transmitted or stored on unclassified systems in violation of federal criminal
? (EHHOB0) For a complete listing of the interviews conducted, electronic media collected, legal process issued, and classified e-
mails identified during this investigation, please refer to Appendices A-D. Asbackground, Clinton was Secretary of State from
January 21, 2009 through February 1, 2013.
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statutes and whether classified information was compromised by unauthorized individuals, to
include foreign governments or intelligence services, via cyber intrusion or other means.
(U/AFOB0) In furtherance of its investigation, the FBI acquired computer equipment and mobile
devices, to include equipment associated with two separate e-mail server systems used by
Clinton, and forensically reviewed the items to recover relevant evidence. In response to FBI
requests for classification determinations in support of this investigation, US Intelligence
Community (USIC) agencies determined that 81 e-mail chains,™® which FBI investigation
determined were transmitted and stored on Clinton's UNCLASSIFIED personal server systems,
contained classified information ranging from the CONFIDENTIAL to TOP SECRET/SPECIAL
ACCESS PROGRAM levels at the time they were sent between 2009-2013. USIC agencies
determined that 68 of these e-mail chains remain classified. In addition, the classification
determination process administered by the US Department of State (State) in connection with
Freedom of Information Act (FOIA) litigation identified approximately 2,000 additional e-mails
currently classified CONFIDENTIAL and 1 e-mail currently classified SECRET, which FBI
investiga&tion determined were transmitted and stored on at least two of Clinton's personal server
systems.

(U/AOB6) The FBI's investigation and forensic analysis did not find evidence confirming that
Clinton's e-mail accounts or mobile devices were compromised by cyber means. However,
investigative limitations, including the FBI's inability to obtain all mobile devices and various
computer components associated with Clinton's personal e-mail systems, prevented the FBI from
conclusively determining whether the classified information transmitted and stored on Clinton's
personal server systems was compromised via cyber intrusion or other means. The FBI did find
that hostile foreign actors successfully gained access to the personal e-mail accounts of
individuals with whom Clinton was in regular contact and, in doing so, obtained e-mails sent to
or received by Clinton on her personal account.

1. (U/AOTO) Clinton's Personal E-Mail Server Systems

A. (UAFEGE6) nitial E-mail Server: June 2008 — March 2009

(U//FOB0) In or around 2007, Justin Cooper, at the time an aide to former President William
Jefferson Clinton (President Clinton), purchased an Apple OS X server (Apple Server) for the
sole purpose of hosting e-mail services for President Clinton's staff."* Due to concern over
ensuring e-mail reliability and a desire to segregate e-mail for President Clinton's various post-
presidency endeavors, President Clinton's aides decided to maintain physical control of the
Apple Server in the Clinton residence in Chappaqua, New York (Chappaqua residence).>*’
According to Cooper, in or around June 2008, a representative from Apple installed the Apple

" (U//F&803 The number of classified e-mail chains identified may change as classification determination responses continue to
be returned to the FBL

¢ (U//#e%O) For the purposes of the FBI's investigation, an “e-mail chain” is defined as a set of e-mail responses having the
same initial e-mail. The subject line may be edited in these chains to reflect the purpose of the forward or reply.

4 (U/FEHO) State did not provide a determination with respect to the classification of these e-mails at the time they were sent.
According to State Under Secretary of Management, Patrick Kennedy, unclassified information provided to State in confidence
can later be considered classified when it is “further assessed the disclosure of such information might damage national security
or diplomatic relationships.” Such information is referred to as “up-class” or “up-classified.”
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Server® in the basement of the Chappaqua residence.®’ The FBI was unable to obtain records
from Cooper or Apple to verify the installation. At the time, Cooper was the only individual with
administrative access to the Apple Server; however, the Clinton family and their Chappaqua
residence staff had physical access to the Apple Server.®® The Apple Server initially hosted the
domafirllosll;l)residentclinton.com and wjcoffice.com, which were used by President Clinton's

staff. "™

(U/AOB0) Prior to January 21, 2009, when she was sworn in as the US Secretary of State,
Clinton used a personally-acquired BlackBerry device with service initially from Cingular
Wireless and later AT&T Wireless, to access her e-mail accounts.'*'? Clinton initially used the
e-mail addresses hrlS@mycingular blackberry.net and then changed to

hr15@att.blackberry.net. "> According to Cooper, in January 2009, Clinton decided to stop
using her hrl5(@att.blackberry.net e-mail address and instead began using a new private domain,
clintonemail.com, to host e-mail service on the Apple Server.'® Clinton stated to the FBI that she
directed aides, in or around January 2009, to create the clintonemail.com account, and as a
matter of convenience her clintonemail.com account was moved to an e-mail system maintained
by President Clinton's aides.'” While Cooper could not specifically recall registering the domain,
Cooper was listed as the point of contact for clintonemail. com when the domain was registered
with a domain registration services company, Network Solutions, on January 13, 2009. "%
Clinton used her att.blackberry.net e-mail account as her primary e-mail address until
approximately mid-to-late January 2009 when she transitioned to her newly created
hdr22@clintonemail.com account.*”*' The FBI did not recover any information indicating that
Clinton sent an e-mail from her hrl5@att blackberry.net e-mail after March 18, 2009.

(UAFBB0) According to Cooper, in or around January 2009 the decision was made to move to
another server because the Apple Server was antiquated and users were experiencing problems
with e-mail delivery on their BlackBerry devices.”>*’ At the recommendation of Huma Abedin,
Clinton's long-time aide and later Deputy Chief of Staff at State, in or around fall 2008, Cooper
contacted Bryan Pagliano, who worked on Clinton's 2008 presidential campaign as an
information technology specialist, to build the new server system and to assist Cooper with the
administration of the new server system.>*****" Pagliano was in the process of liquidating the
computer equipment from Clinton's presidential campaign when Cooper contacted Pagliano
about using some of the campaign's computer equipment to replace the existing Apple Server at
Clinton' s Chappaqua residence.”**” Pagliano was unaware the server would be used by Clinton
at the time he was building the server system; rather, he believed the server would be used by
President Clinton's staff.”” Clinton told the FBI that at some point she became aware there was a
server in the basement of her Chappaqua residence.’' However, she was unaware of the
transition from the Apple Server managed by Cooper to another server built by Pagliano and
therefore, was not involved in the transition decision.>

B. (UFOE6) Second E-mail Server: March 2009 — June 2013

¢ (U//Ee¥O) The Apple Server consisted of an Apple Power Macintosh G4 or G5 tower and an HP printer.

T (U/PEHO) Investigation determined var ' - '
I nresidentclinton com domain to include b6

| President Clinton did not maintain an e-mail account on the Apple Server. The e-mail b7C

domain wjcoffice.com was primarily a legacy domain that contained mostly forwarded e-mail.
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(U/ABB0) Between the fall of 2008 and January 2009, Pagliano requisitioned the original
hardware for the second e-mail server from Clinton's presidential campaign headquarters in
Arlington, VA.* In addition to hardware acquired from Clinton's presidential campaign,
Pagliano and Cooper® purchased additional necessary equipment through commercial

34.35,36,37
vendors.”777

In March 2009, after Pagliano had acquired all of the server equipment and

installed the necessary software, he and Cooper met at Clinton's Chappaqua residence to
physically install the server and related equipment in a server rack in the Clintons'

basement. 3%

(U//FOH0) Once the new server system' was physically installed and powered on, Pagliano
began migrating the e-mail data from the Apple Server to the Pagliano-administered server
system (Pagliano Server).*’ Pagliano believed he “popped out” all of the e-mail from the Apple
Server and that no e-mail content should have remained on the Apple Server once the migration

ated to the FBI t

took place.*! Pagliano s
accounts for Abedin and

t he only transferred clintonemail.com e-mail
from the Apple Server and said he was unaware of and

did not transfer an e-mail account for Clinton."*> However, Cooper stated to the FBI that he
believed Clinton had a clintonemail.com e-mail account on the Apple Server, and that Abedin

did not have a clintonemail.com account on the Apple Server.*> As the FBI was unable to obtain

the original Apple Server for a forensic review for reasons explained below, the FBI cannot
determine which clintonemail.com e-mail accounts were hosted on, and transferred from, the

Apple Server to the Pagliano Server.

(U/ABB0) After the e-mail account migration was completed, Cooper changed the Mail
Exchange (MX) records® to ensure that delivery of all subsequent e-mail to or from e-mail
addresses on the presidentclinton.com and clintonemail.com domains would be directed toward

the new Pagliano Server instead of the Apple Server.** The Pagliano Server was only used for e-
mail management, and the FBI's review of the oldest available backup image of this server,
dated June 24, 2013, did not indicate that any e-mail users' files were stored on the Pagliano

45
Server.

(U/FOY0O) In March 2009, following the e-mail migration from the Apple Server to the

Pagliano Server. the Apple Server was r

staff.*

epurposed to serve as a personal computer for household

at Clinton's Chappaqua residence, subsequently used the

Apple Server equipment as a workstation.*’ In 2014, the data on the Apple computer was
transferred to an Apple iMac computer, and the hard drive of the old Apple computer, which

& (UMHeH0) Cooper ha

Iand was often responsible for reimbursing

staff for purchases/expernses.

" (U/AFEeH0) Pagliano visited Clinton's Chappaqua residence on at least three occasions to work on the server: in March 2009, to
install the server; in June 2011, to upgrade the equipment; and in January 2012, to fix a hardware issue.

' (U/AFOTO) The Pagliano Server initially consisted of the following equipment: a Dell PowerEdge 2900 server running
Microsoft Exchange for e-mail hosting and management, a Dell PowerEdge 1950 server running BlackBerry Enterprise Server
(BES) for the management of BlackBerry devices, a Seagate external hard drive to store backups of the Dell PowerEdge 2900
server, a Dell switch, a Cisco firewall, and a power supply.

T (U//F&E6) An e-mail obtained during the FBI investigation from Cooper to Clinton, indicated that in April 2009, Cooper was
preparing to update Clinton's BlackBerry to “put it on our new system.”

¥ (Uy An MX record determines which server will handle e-mail delivery for a domain and is necessary for routing e-mail to its

proper destination.
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previously served as the Apple Server was discarded.*® On October 14, 2015, Williams &
Connolly LLP (Williams & Connolly), counsel for Clinton, confirmed to the Department of
Justice (DOJ) that a review of the iMac was conducted, pursuant to a request by DOJ, and no e-
mails were found belonging to Clinton from the period of her tenure as Secretary of State.*

(U/F61B0) Pagliano and Cooper both had administrative accounts on the Pagliano Server.’® At
Cooper's direction, Pagliano handled all software upgrades and general maintenance.”* Cooper
described his role as “the customer service face,” and he could add users or reset passwords on
the e-mail server.’” Cooper and Pagliano both handled the acquisition and purchase of server-
related items. > For example, in March 2009, Cooper registered a Secure Sockets Layer (SSL)"
encryption certificate at Pagliano's direction for added security when users accessed their e-mail
from various computers and devices.”*”> Clinton stated she had no knowledge of the hardware,
software, or security protocols used to construct and operate the servers.”® When she experienced
technicse;l issues with her e-mail account she contacted Cooper for assistance in resolving those
issues.

(U/FFOB0) Pagliano stated that a complete backup of the Pagliano Server was made on a
Seagate external hard drive once a week and a differential backup™ was completed every day,
and this continued from the initial Pagliano Server installation in March 2009 until June 2011
when the external hard drive was replaced.” As space on the hard drive ran out, backups were
deleted on a “first in, first out” basis.”” In June 2011, Pagliano replaced the Seagate external hard
drive with a Cisco Network Attached Storage (NAS) device, to store backups of the server.®
The FBI was unable to forensically determine how frequently the NAS captured backups of the
Pagliano Server.

(U/FOBO) According to Pagliano, in early 2013, due to user limitations and reliability concerns
regarding the Pagliano Server, staff for Clinton and President Clinton discussed future e-mail
server options, and a search was initiated to find a vendor to manage a Clinton e-mail server".®!
Additionally, Pagliano's expressed desire to seek new employment contributed to the decision to
move to a new server.’> A search for the new vendor was facilitated with the assistance o
Infograte, an information technology consulting company.®*%*

[was introduced to Clinton's Chief of Staff, Cheryl Mills, on or about January 2, 2013
through a mutual business associate.61:Istated she worked with Mills and Pagliano to
produce a request for proposal which was used to solicit responses from multiple firms,
including Denver-based information technology firm Platte River Networks (PRN).®’ Clinton
recalled that the transition to the PRN Server was initiated by President Clinton's aides seeking a
higher level of service than could be provided by the Pagliano Server.®® Pagliano identified
President Clinton' s| |as making the final decision to
select PRN.® In the spring of 2013, PRN negotiated the terms of the contract to host e-mail
services and eventually signed a Service Level Agreement on July 18, 2013.7%"!

'(Uy SSL is a security protocol used to establish an encrypted connection between a server and another machine, allowing
sensitive information such as login credentials or credit card information to be transmitted in an encrypted format instead of in
plain text. SSL certificates, issued by a third-party Certificate Authority, are small files that must be installed on servers to
establish secure sessions with web browsers.

™ (U) A differential backup is a cumulative backup of all changes that have occurred since the last full backup.

" (U/A080) The new Clinton e-mail server hosted e-mail for Clinton, President Clinton,:land their respective
staffs.
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C. (U/AFEGEO) Third E-mail Server: June 2013 — October 2015

(U/AF6B0) Following the selection of PRN to manage the Clintons' personal e-mail server and

accounts, PRN's management assigned two PRN employees to handle the primary installation

and administration of the third server system (PRN Server). | | who worked b6
remotely from his home inl handled day-to-day administration for the PRN Server, b7¢C
and |who worked at PRN's headquarters in Colorado, handled all hardware

installation and any required physical (i.e. “hands-on”) maintenance for the PRN Server.®”’

During the transition to the PRN Server,|:|advised he worked with Pagliano to

understand the existing architecture of the Pagliano Server.”* As part of this transition process,

on or around June 4, 2013:W218 granted administrator access to the Pagliano Server, as

well as an¥5a7cgc7<7)r%panying services, such as the domain registration services through Network

Solutions. ™"

(U//FeH58) On June 23, 2013:'traveled to Clinton's Chappaqua residence, where he beé
powered down the Pagliano Server and transported it to a datacenter in Secaucus, New Jersey, pic
run by Equinix, Inc. (Equinix).””"*** The PRN Server remained at the Equinix facility until it
was voluntarily produced to the FBI on October 3, 2015.%% The only equipmentl_:lleft
at the Chappaqua residence was the existing firewall and switch, since PRN intended to purchase
its own firewalls and switches. 8| reconnected and powered on the equipment for the
Pagliano Server at the datacenter, so users could connect to their e-mail accounts,” and he
continued to work at the datacenter for a few days setting up the remaining equipment® for the
PRN Server.81 |completed all of the onsite work, while worked remotely to
get the server online.® Afted |eft Secaucus, New Jersey, to travel back to PRN's
headquartersi all ihysical pieces of hardware had been installed except for an intrusion detection

device old the FBI that Equinix installed this device shortly after he left because the
intrusion detection device was shipped later.*®

(U/A6H0) On or around June 30, 2013, began to remotely migrate all e-mail b6
accounts from the Pagliano Server to the PRN Server.® During this migration period, the two b7C
server systems functioned together to ensure uninterrupted e-mail delivery to users.”’ After

several days of migration, all e-mail accounts hosted on the presidentclinton.com, wjcoffice.com,

and clintonemail.com domains were transferred to the PRN Server.%”' At that point, PRN kept

the Pagliano Server online to ensure e-mail was still being delivered; however, the Pagliano

Server was no longer hosting e-mail services for the Clintons.”

¢ (U//E0E0) A third PRN employee,IZI only handled a few tasks related to the administration of the server system b6
until he left the company in the summer of 2015. b7C
P (U//FOO) The PRN Server consisted of the following equipment: a Dell PowerEdge R620 server hosting four virtual

machines, including four separate virtual machines for Microsoft Exchange e-mail hosting, a BES for the management of

BlackBerry devices, a domain controller to authenticate password requests, and an administrative server to manage the other

three virtual machines, a Datto SIRIS 2000 to store onsite and remote backups of the server system, a CloudJacket device for

intrusion prevention, two Dell switches, and two Fortinet Fortigate 80C firewalls.

1(U/H=e0) Thel_:| domain was also added to the PRN Server at a later date.
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(U/FOB0) As part of the PRN Server environment:old the FBI that he configured a

backup device from Connecticut-based company Datto, Inc. (Datto), a Datto SIRIS 2000," to b6
take multiple snapshots of the server system daily, with a retention period of 60 days.”® The b7cC
backup device also made multiple copies of the Pagliano Server between June 24, 2013 and

December 23, 2013.”* At the Clintons' request, PRN only intended that the backup device store

local copies of the bacl<ups.95’96 However, in August 2015, Datto informed PRN that, due to a

technical oversight, the PRN Server was also backing up the server to Datto' s secure cloud

storage.”””® After this notification, PRN instructed Datto to discontinue the secure cloud
backups.”*'°

(U/AFOB0) stated the Clintons originally requested that e-mail on the PRN Server be b6
encrypted such that no one but the users could read the content.'”" However, PRN ultimately did b7C
not configure the e-mail settings this way to allow system administrators to troubleshoot

problems occurring within user accounts. '**

(U/A6B0) PRN utilized an Intrusion Detection System (IDS)/Intrusion Prevention System

(IPS) called CloudJacket from SECNAP Network Security.'” The IDS/IPS device implemented

by PRN had pre-configured settings that blocked or blacklisted certain e-mail traffic identified as

potentially harmful and provided real-time monitoring, alerting, and incident response

services. "% SECNAP personnel would receive notifications when certain activity on the

network triggered an alert.'” These notifications were reviewed by SECNAP personnel and, at

times, additional follow-up was conducted with PRN in order to ascertain whether specific

activity on the network was normal or anomalous.'”” Occasionally, SECNAP would send e-mail

notifications to prompting him to block certain IP addresses. " described b6

these notifications as normal and did not recall any serious security incident or intrusion b7c
' PRN also implemented two firewalls for additional protection of the network.

attempt.
I__p_lstated that he put two firewalls in place for redundancy in case one went down.'"’

(UAOB0O) According to the FBI's forensic analysis of the server system, on December 3, 2013,
Microsoft Exchange was uninstalled on the Pagliano Server.''' The Pagliano Server remained in
the same server cage at the Equinix datacenter in Secaucus, New Jersey, and a forensic review of
the server, which was obtained in August 2015 via consent provided by Clinton through
Williams & Connolly, indicated that it continued to be powered on and off multiple times before
the FBI obtained it.''> At the time of the FBI's acquisition of the Pagliano Server, Williams &
Connolly did not advise the US Government (USG) of the existence of the additional equipment
associated with the Pagliano Server, or that Clinton's clintonemail com e-mails had been
migrated to the successor PRN Server remaining at Equinix. The FBI's subsequent investigation
identified this additional equipment and revealed the e-mail migration. As a result, on October 3,
2015, the FBI obtained, via consent provided by Clinton through Williams & Connolly, both the
remaining Pagliano Server equipment and the PRN Server, which had remained operational and

was hosting Clinton's personal e-mail account until it was disconnected and produced to the
FBI 113,114,115,116

' (U) The Datto SIRIS 2000 is a device that provides back-up capability and data redundancy.
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(U/FOB0) Investigation determined Clinton and Abedin began using new e-mail accounts on
the domain hrcoffice.com in December 2014. "]

M8 Abedin stated the clintonemail.com system was “going away” and,

tollowing the initiation of the new domain, Abedin did not have access to her clintonemail.com

120
account. |

T, T

This 1s consistent with

representations made by Williams & Connolly, which stated in a February 22, 2016 letter:
“Secretary Clinton did not transfer her clintonemail.com e-mails for the time period January 21,
2009 through February 1, 2013 to her hrcoffice.com account ...”'* The investigation found no
evidence Clinton's hrcoffice.com account contained or contains potentially classified
information or e-mails from her tenure as Secretary of State. The FBI has, therefore, not
requested or obtained equipment associated with Clinton's hrcoffice.com account.

D. (U/FOE6) Mobile Devices Associated with Clinton's E-mail Server Systems

(U/FOB0) Clinton stated she used a personal e-mail address and personal BlackBerry for both
personal and official business and this decision was made out of convenience.'** Abedin recalled
that at the start of Clinton's tenure, State advised personal e-mail accounts could not be linked to
State mobile devices and, as a result, Clinton decided to use a personal device in order to avoid
carrying multiple devices. '] |

|"“" Cooper stated that he was aware of Clinton using a second mobile phone

number.>"*® Cooper indicated Clinton usually carried a flip phone along with her BlackBerry
because it was more comfortable for communication and Clinton was able to use her BlackBerry
while talking on the flip phone.'*’ Clinton believed 212:|was her primary BlackBerry
phone number, and she did not recall using a flip phone during her tenure at State, only during
her service in the Senate.""** Abedin and Mills advised they were unaware of Clinton ever using
a cellular phone other than the BlackBerry."*"!*?

(U/fFOB0) FBI investigation identified 13 total mobile devices, associated with her two known
phone numbers, 212|_g__|and 212II|which potentially were used to send e-mails
using Clinton's clintonemail.com e-mail addresses. ">’ Investigation determined Clinton used in
succession 11 e-mail capable BlackBerry mobile devices associated with 212:eight of
which she used during her tenure as Secretary of State.>* Investigation identified Clinton used
two e-mail capable mobile devices associated with 212 after her tenure.""*> On

* (U/A6%86) During his interview with the FBI, Cooper was mistakenly shown “202:" as the second phone nymber.
Cooper recognized the phone number as Clinton's second number; however the correct phone number is 21

Y (U//FOBO) AT&T toll records associated with 2 11:indicated the number was consistently used for phone calls in
2009 and then used sporadically through the duration of Clinton's tenure and the years following. Records also showed that no
BlackBerry devices were associated with this phone number.

Y (U/FFOT0O) The FBI identified four additional mobile devices associated with 2 IZIZIWhich were used during Clinton's
tenure. However, these devices lacked e-mail capability, and as a result the FBI did not conduct any further investigation
regarding these devices.
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February 9, 2016, DOJ requested all 13 mobile devices from Williams & Connolly."*® Williams b7E
& Connolly replied on February 22, 2016 that they were unable to locate any of these devices."”’

As a result, the FBI was unable to acquire or forensically examine any of these 13 mobile

devices.

(U//Fe80) On October 16, 2015, Williams & Connolly provided two other BlackBerry devices
to the FBI and indicated the devices might contain or have previously contained e-mails from
Clinton's personal e-mail account during her tenure as Secretary of State.*""**'** FBI forensic
analysis found no evidence to indicate either of the devices provided by Williams & Connolly
were connected to one of Clinton's personal servers or contained e-mails from her personal
accounts during her tenure, ' 1*1142

(UAOHO) The FBI identified five iPad devices associated with Clinton which potentially were
used to send e-mails from Clinton's clintonemail.com e-mail addresses.'**'**14>1% The FBI
obtained three of the iPads.'*'**!*’ One iPad contained three e-mails from 2012 in the
hdr22@clintonemail.com “drafts” folder.'™ The FBI assessed the three e-mails did not contain
potentially classified information.'>* The FBI did not recover e-mails from Clinton's personal e-
mail accounts from either of the other two iPads in its possession.**

(U/Aet0) Monica Hanley, a former Clinton aide, often purchased replacement BlackBerry
devices for Clinton during her tenure at State.'”’ Hanley recalled purchasing most of the
BlackBerry devices for Clinton from AT&T stores located in the Washington, D.C. area. '™
Whenever Clinton acquired new mobile devices, Cooper wasusually responsible for setting up
the new devices and syncing them to the server.'> Abedin, and Hanley also assisted
Clinton with setting up any new devices.”® According to Abedin, it was not uncommon for
Clinton to use a new BlackBerry for a few days and then immediately switch it out for an older
version with which she was more familiar. ">’ Clinton stated that when her BlackBerry device
malfunctioned, her aides would assist her in obtaining a new BlackBerry, and, after moving to a
new device, her old SIM cards were disposed of by her aides."”® Cooper advised he sometimes
assisted users, including Clinton, when they obtained a new mobile device by helping them back
up the data from the old device before transferring it to the new device and syncing the new
device with Clinton's server.">” Abedin and Hanley indicated the whereabouts of Clinton's
devices would frequently become unknown once she transitioned to a new device.**'®! Cooper
did recall two instances where he destroyed Clinton's old mobile devices by breaking them in
half or hitting them with a hammer.'*

bé
b7C

2. (U/FOTO) Clinton's Handling of E-mail and Classified Information

A. (U/AFGE6) Clinton's Decision To Use Personal E-mail and Server Systems

(UAFOBE0) FBI investigation determined the State Executive Secretariat' s Office of Information
Resource Management (S/ES-IRM) offered Clinton a State e-mail address at the start of her

Y (U/FFEEO) The mobile devices provided to the FBI from Williams & Connolly on October 16, 2015 did not contain SIM cards
or Secure Digital (SD) cards.
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tenure; however, Clinton's staff™ declined the offer.'® According to
:lState S/ES-IRM, Clinton was offered a State e-mail address, but instead decided to use
the personal server from her 2008 presidential campaign.™'** Investigation identified the
existence of two State-issued e-mail accounts associated with Clinton; however, these accounts
were used on Clinton's behalf and not by Clinton herself. According to State, SMSGS(@state.gov

was used to send e-mail messages from the Secretary to all State employees.'®'% This account
was not configured to receive e-mails, and S/ES-IRM authored the messages sent from this
account.'®” S/ES-IRM created SSHRC@state.gov to manage an Outlook calendar for Clinton,
but this account was not configured to send or receive e-mails other than calendar
invitations.'®*'% A May 25, 2016 report issued by the State Office of Inspector General (OIG)"
stated that, during Clinton's tenure as Secretary of State, the State Foreign Affairs Manual
(FAM) required day-to-day operations at State be conducted using an authorized information
system.' " The OIG stated it found “no evidence” that Clinton sought approval to conduct State
business via her personal e-mail account or private servers, despite her obligation to do so.'”*
Clinton told the FBI that she did not explicitly request permission from State to use a private
server or e-mail address.'”* According to the State OIG report, State employees alleged that John
Bentel, then-Director of S/ES-IRM, discouraged employees from raising concerns about
Clinton's use of personal e-mail. “'”> When interviewed by the FBI, Bentel denied that State
employees raised concerns about Clinton's e-mail to him, that he discouraged employees from
discussing it, or that he was aware during Clinton's tenure that she was using a personal e-mail
account or server to conduct official State business.'”

(U/AB0) The FBI investigation determined some Clinton aides and senior-level State
employees were aware Clinton used a personal e-mail address for State business during her
tenure. Clinton told the FBI it was common knowledge at State that she had a private e-mail
address because it was displayed to anyone with whom she exchanged e-mails.'” However,
some State employees interviewed by the FBI explained that e-mails from Clinton only
contained the letter “H” in the sender field and did not display her e-mail address.'”""”-'"® The
majority of the State employees interviewed by the FBI who were in e-mail contact with Clinton
indicated they had no knowledge of the private server in her Chappaqua

residence, ! 180 IBLIBLIBABY Clinton' s immediate aides, to include Mills, Abedin, Jacob
Sullivan,® and|:|told the FBI they were unaware of the existence of the private server until
after Clinton's tenure at State or when it became public knowledge. '*>- 18187188

Y (UMFOTO) S/ES-IRM employees interviewed indicated they did not communicate directly with Clinton regarding this issue
and could not specifically identify the members of Clinton's immediate staff with whom they spoke.

*(U//FOTO) According toilpart of his job at State was to maintain and support the infrastructure for the
UNCLASSIFIED and SECRET networks for the Executive Secretariat.

¥ (U//FEBO) Independent of the FBI' s investigation, in April 2015, the State OIG initiated its own investigation and review of
records management policies and practices regarding the use of non-State communications systems during the tenure of five
Secretaries of State, including Clinton. Portions of the State OIG's May 25, 2016 report relevant to the FBI's investigation are
cited herein.

*(U) According to the State OIG report, two State information management staff members approached the Director of the S/ES-
IRM in 2010 with concerns they had about Clinton's use of a personal e-mail account and compliance with federal records
requirements. According to one staff member, the Director stated that Clinton's personal system had been reviewed and approved
by State legal staff. The Director allegedly told both staff members never to discuss Clinton's personal e-mail system again. OIG
found no evidence that State legal staff reviewed or approved Clinton's personal e-mail system.

# (U) Sullivan served as the Deputy Chief of Staff and later the Director of Policy and Planning during Clinton's tenure as
Secretary of State.
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(U/AF610) The FBI investigation indicated Clinton was aware her use of a personal device, e-

mail account, and server did not negate her obligation to preserve federal records. On January 23,

2009, Clinton contacted former Secretary of State Colin Powell via e-mail to inquire about his
use of a BlackBerry while he was Secretary of State (January 2001 to January 2005).”>'® In his
e-mail reply, Powell warned Clinton that if it became “public” that Clinton had a BlackBerry,
and she used it to “do business,” her e-mails could become “official record[s] and subject to the

law 5190

Powell further advised Clinton, “Be very careful. I got around it all by not saying much
and not using systems that captured the data.”'** Clinton indicated to the FBI that she understood

Powell' s comments to mean any work-related communications would be government records,
and she stated Powell's comments did not factor into her decision to use a personal e-mail
account.'”” In an e-mail to Mills on August 30, 2011, State Executive Secretary, Stephen Mull,

cited a request from Clinton to replace her temporarily malfunctioning personal BlackBerry with
Mull informed Mills that a State-issued replacement device for

. . 193
a State-issued device.

Clinton's personal BlackBerry would be subject to FOIA requests. * On that same day, Bentel
sent a separate e-mail to Hanley, which was later forwarded to Abedin, stating that e-mails sent
to a State e-mail address for Clinton would be “subject to FOIA searches.”*”> A State-issued

device was not ultimately issued to Clinton; in her FBI interview, Abedin stated she felt it did not

make sense to temporarily issue Clinton a State BlackBerry because it would have required
significant effort to transfer all of her e-mails and contacts to a device that she would have only

used for a few days. '

The Mull and Bentel e-mails to Mills and Hanley did not indicate that
transferring e-mail and/or contacts from Clinton's clintonemail.com account would be necessary

to issue her a State BlackBerry.””'”*!”” Abedin stated she always assumed all of Clinton's
communications, regardless of the account, would be subject to FOIA if they contained work-

related material 2%

(U/AFOB6) While State policy during Clinton's tenure required that “day-to-day operations [at

State] be conducted on [an authorized informatio

N system

1 5201

a

the Bureau of Information Security Management

cording to the

there was no restriction on the

use of personal email accounts for official business.”~ However, State employees were
cautioned about security and records retention concerns regarding the use of personal e-mail. In
2011, a notice to all State employees was sent on Clinton's behalf, which recommended
employees avoid conducting State business from personal e-mail accounts due to information
security concerns.””® Clinton stated she did not recall this specific notice, and she did not recall
receiving any guidance from State regarding e-mail policies outlined in the State FAM.*"*
Interviews with two State employees determined that State issued guidance which required
employees who used personal e-mail accounts for State business to forward those work-related

e-mails to their official State account for record-keeping purposes.

205,206 . .
7 Investigation

determined that State used the State Messaging and Archive Retrieval Toolset (SMART), which
allows emplovyees to electronically tag e-mails to preserve a record copy. >’ 252 According to

[then State'{

|SMART was

developed to automate and streamline the process for archiving records. " According to the

® (1) According to the State OIG report, when Powell arrived at State in 2001, the official unclassified e-mail system in place
only permitted communication among State employees; therefore, Powell requested the use of a private line for his America

Online (AOL) e-mail account to communicate with individuals outside of State. Prior to Powell's tenure, State employees did not

have Internet connectivity on their desktop computers. During Powell' s tenure, State introduced unclassified desktop external e-

mail capability on a system known as OpenNet.
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State OIG Report, IRM introduced SMART throughout State in 2009; however, the Office of the
Secretary elected not to use the SMART system to preserve e-mails, partly due to concerns that
the system would “allow overly broad access to sensitive materials.”” 1I_:ltold the FBI b6
that representatives from the Executive Secretariat asked to be the last to receive the SMART b7cC
rollout, and ultimately SMART was never rolled out to the Executive Secretariat Office.*'? This

left the “print and file” method as the only approved method by which the Office of the Secretary

could preserve record e-mails.*"

(U/AEQLEOQy Mills wrote in a letter to State, dated December 5, 2014, that it was Clinton's
practice to e-mail State officials at their government e-mail accounts for official business, and,
therefore, State already had records of Clinton's e-mails preserved within State recordkeeping
systems.”'* Abedin also stated in her FBI interview that Clinton's staff believed relevant e-mails
would be captured and preserved by State if any of the senders or recipients were using an
official State e-mail account.”" The State OIG stated in its report that this was not an appropriate
method of preserving record e-mails, and Clinton should have preserved any record e-mails
created and received on her personal account by printing and filing the e-mails in the Office of
the Secretary.”' State OIG also determined Clinton should have surrendered all e-mails relating
to State business before leaving her post as Secretary of State.”'” Clinton stated that she received
no instructions or direction regarding the preservation or production of records from State during
the transition out of her role as Secretary of State in early 2013.*"® Furthermore, Clinton believed
her work-related e-mails were captured by her practice of sending e-mails to State employees'
official State e-mail accounts."

B. (U/A6EE) Communications Equipment in Clinton's State Office and Residences

(UAFBH65 Investigation determined Clinton did not have a computer in her State office, which
was located in a Sensitive Compartmented Information Facility (SCIF) on the seventh floor of
State headquarters, in an area often referred to as “Mahogany Row.”***-**1*2* State Diplomatic
Security Service (DS) instructed Clinton that because her office was in a SCIF, the use of mobile
devices in her office was prohibited.>*’ Interviews of three former DS agents revealed Clinton
stored her personal BlackBerry in a desk drawer in DS “Post 1,7 which was located within the
SCIF on Mahogany Row.*******% State personnel were not authorized to bring their mobile
devices into Post 1, as it was located within the SCIF.**” According to Abedin, Clinton primarily
used her personal BlackBerry or personal iPad for checking e-mails, and she left the SCIF to do
s0, often visiting State's eighth floor balcony.?*® Former Assistant Secretary of State for DS Eric
Boswell stated he never received any complaints about Clinton using her personal BlackBerry
inside the SCIF.*”

SHOCANE)
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!I his decision was relayed to Clinton's executive staff via a memo titled “Use of
Blackberries in Mahogany Row,” dated March 6, 2009.>** Clinton stated to the FBI that she
requested a secure BlackBerry while at State after hearing President Obama had one, but she

CCM The DS security detachment maintained a Post, known as Post 1, located in the SCIF and directly outside of

m

Clinton's office on Mahogany Row.
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